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v o I 4 ' @
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inazordoilss Temiainanuduius lumasedesyninnuieynin gszuy  wagyngn
Mnszuunillgdnszuuniiela
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aunsalddmasinnlunsuiynsulumsaeudngszuy wazamnsamiud i 1) lugu

Q U

4
Y

D v vy ¥ =< 9 o 99 Y 1o )
ﬂmnawwmmummmma%ma Ny umuaizummamuzmgﬂmmiwmfluﬂ’gii%

@ ]

- sarud Ll lumauiynsu (Brute force attacks) 815 aru lailadn

9 yas v @ 9 % ] % ] A o’/’
wuluwauynsy gyngnazlenslumskaudidnysulslunsasssianmiumes sHarmIunag

L] a

v o a 3 @ 9 1 a0 ] 1 A oaj v o o &
1NAIDNHINUNLaNS m%gmm”lﬂmaslunm"luﬂm‘n AIUTHANIUNANNNAIDNYT 7 AIH
v A o T g @ @ @ <
ﬂizﬂauﬁ’wmwuwimy-mﬂuazmmﬂmﬁuﬂu %éfmmﬁﬂnmzﬂuLﬁauiumiLm’aaﬂm

[ y A [} A = [ .
2.7.2.4 fﬂﬁﬂﬂﬂ"Ui’]lla‘]Ji.!Lﬂﬁ@Gll"lflTlllﬂJﬂJﬂ’JﬁJ‘]Jﬁ@ﬂﬂfl (Sniffing  unsecured

G U

traffic)
[ y A v A L= o 1 Y o dy
msangoyauuniedien lulianuasansaunsaulszanlagai
9 4 [ v Y . Y
- myldginseinssnedynmsauniy  (Shared media) UUMTIHOU
= I < C20 o [ 9 AA A Y
52UVBIN0SIIA(Etherne) @l anauIzaINsniIMIangloyannuuszULINTo1 18 Id0E19
T 4 3| EL 4 1 1% 1 v o
10919 11199910mM 3 19 Hub iugilnssi lumaiyeuaeuazniznedyaim uailogiuitlden
4?’ = 9) 4 . £ ] [ [ ¢ A d‘ 1 1
Yzl [auginsal Switch ¥9vz linsznedyana ldmnnesanireuaooguny

@ 9 ad 4 C ' < Y )
- mmﬂ@mayjaummwnai (Server sniffing) aena lsnenuudnsenauu

A 1 Aa ] 7 . o 9 Sw o Y A A s
igﬂﬂlﬂiﬂﬂlWﬂﬂNﬂWﬁﬁl%Qﬂﬂim Switch ﬂTiﬂﬂ@GU’ﬂlJ"ﬂﬂEJ\‘iﬁﬁﬂiﬂﬂ38ﬂ1hlﬂ‘]JULﬂ§'@\‘lLGIi‘iV\|!'Jﬂi
A o Y A g o Y] Ay A g A Y A
VWHTTI!TV]L'I]H Gateway LWﬁW%ﬁnJTii‘lﬂﬂ@"’ll@ﬂal,aﬂﬁ@\'iﬂ?i')\‘i"lﬂiﬁgﬂ‘ﬂlﬂif]em&hlﬂ@gﬂ

[ 4 1
- ﬂ?ﬁﬂﬂﬂ%@ﬂﬁﬂ1ﬂ3$ﬂ$‘lﬂa (Remote Snifflng) Qﬂﬂimﬂuigﬂﬂlﬂgﬂ"lﬂﬂ

U U

v W a a o . . S .
waeainazaalit l¥usms RMON 1dd1emsfinua community string (4 public Faila

Tomalidyninlumsdrsnszuuaiodiasmissunu



20

2.7.2.5 "’fl}’f)‘]Jf‘lWi"é]\i%Wﬂﬂ"li@’f)ﬂLL‘]J‘]J (Design flaws)
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gnosnuuuaus nu uadimsweumirllldedslignis Adwmahindsnnuuonsesves
=
321U0YA
Y 1 A A 1
- Younniean ls laneaszuuinsove (Network protocol flows) 310
° 1% [} ) < 1 1
mseonuuullslanea TCPIP dmsuldanmuuszuuniotieluaionou szmiui1hilagn
o % a o g @ o a o 1
ponuuDdMsuMs Isnuuuuiaiaglszasaediluilegiu sldnailymdeunnseslu
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2.8 TumounanlUMsYnINAGIzY

9

4
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2.8.1 miﬁﬁnmeﬁjagmﬁmﬁu (Foot printing)
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2.8.2 MIF159932UY (Scanning)
Aungnazvetemadrsreszuuthvug oo lumsidngszuy

a o d‘ﬁ} I ¥ 1 . o’/’ A " a A ] 1
mauan 1Undyninldldudms  ping  nnalinsszuuiegiiimIosnuiinueyg ms

U3 9

o Jd A A Jd A A a
A13INDTA TCP/UDP ‘]Julﬂ'i@QLﬂTWNWﬂLW’E)G]i')ﬂﬁﬂUﬂWﬂﬁﬂﬂNﬂ“I/Ilﬂﬁ’f)\uﬂWﬁiJ"lle‘l]ﬂ

Y a 9 a vAa ~ 9 £ dyal d’QJ o v &
1141J5ﬂ13113 LLZ.’ISﬂTi@]i?%ﬁﬂUﬁSUUﬂgﬂﬁﬂ?iﬂﬂl% 5 N ‘ﬂﬂuﬁﬂﬂﬁjuﬂi‘ﬂﬂigﬂ"lﬂﬂlﬂu

a Aad a da?} 9 A 1 o A Y1 I 1
Wﬂﬁﬂiiﬂﬂﬂﬁﬂlﬂﬂmuqﬂﬂuﬁ3°UllLﬂ5’(’)61]Tﬂllﬁgﬂﬂ‘lﬂuﬁﬂiﬂﬁguqﬂ'ﬂlﬂuﬂ’]ﬁlﬂlﬂ'l:ﬂ UAIELUY
AsdaRY - JunynuumiettsIzdsoven landlasunausidedisieszuuveusieg ua
galyldies 15

2.8.3 M5a1579mM81U52VY (Enumeration)
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4
2.8.5 MIINTEAVANTNMI IFUTEVY (Escalating privilege)
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2.8.6 Mmyanasul¥auszU (Pilfering)
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2.8.7 ﬂ1§ﬁﬂ1’i5ﬂ§1u (Covering Tracking)
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2.8.8 MIAT19Y¥DINIEY (Creating back door)
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2.9 glnuvlumsyngn
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2.10 malulagmssnunnuilasass
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7 | Application Layer

Consists of application programs that use the network

6 | Presentation Layer

Standardizes data presentation to the applications.

5 Session Layer

Manages sessions between applications.

4 Transport Layer

Provides end-to-end error detection and correction.

3 | Network Layer

Manages connections across the network for the upper layers.

2 Data Link Layer

Provides reliable data delivery across the physical link.

1 Physical Layer

Defines the physical characteristics of the network media.

519 2.6 Tuaa OSI’
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* Obert N. Myhre, CCNA Certification: Routing Basics for Cisco Crtified Ntwork Associates Exam 640-407

(NJ : Prentice Hall PTR, 1999), pp. 6
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Application Layer Telnet, FTP, e-mail, etc
Transport Layer TCP, UDP
Internet Layer IP, ICMP, IGMP
Link Layer Device driver and interface card
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* W. Richard Stevens, TCP/IP Illustrated, Volume 1 The Protocols (Bangalore : Addison Wesley Longman, Inc,

1999), pp. 6
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- TCP (Transmission Connection Protocol)
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° W. Richard Stevens, TCP/IP Illustrated, Volume 1 The Protocols (Bangalore : Addison Wesley Longman, Inc,

1999), pp. 242
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3-Character abbreviation A5
URG The urgent pointer is valid
ACK The acknowledgement number is valid
PSH Push data to receiving process as soon as possible
RST Reset connection
SYN Synchronize sequence numbers
FIN Sender is finished sending data

A15197 2.2 uedad Flag M3iainved1ds Tanea TCP Aaniugaien’

® Ibid., pp.225-230
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