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ABSTRACT

The objectives of this study, "Firewall Protection and Intrusion Detection System using
the Linux Operating System at the Faculty of Science ,Chiangmai University" are : 1) to detect,
keep log and analyse patterns of network intrusion in real-time; and 2) to improve efficiency of
system's alarm and prevention from network intrusion for small and middle size of network
system.

The system is implemented by integrating two technologies of a defense system
Lfirewall and a network intrusion detection system for working together to improve efficiency of
the system against the intrusion. By designing, the system can detect the intrusion incidents and
automatically send an order to firewall to block the packets that may cause the intrusion. The
monitor and analysis console is a web-based that can easily access for administrator.

The following of the study is a system , Firewall and Network Intrusion Detection
System on Linux Operating System, that can assist a network/system administrator to monitor and
detect intrusion incidents on the network in the real-time. The administrator can analyse the
problems, the probably following results and fixing the vulnerabilities in the properly way.

Finally, the steps of intrusion prevention are decreased and proceed automatically.
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