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http://10.20.37.5/ids/acid_qry_main.php?new=1&layer4=TCP&num_result_rows=-1&sort_order=time_d&submit=Query+DB
http://10.20.37.5/ids/acid_qry_main.php?new=1&layer4=UDP&num_result_rows=-1&sort_order=time_d&submit=Query+DB
http://10.20.37.5/ids/acid_qry_main.php?new=1&layer4=ICMP&num_result_rows=-1&sort_order=time_d&submit=Query+DB
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig_type=0&sig%5B0%5D=LIKE&sig%5B1%5D=spp_portscan&submit=Query+DB&num_result_rows=-1
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<37V Sensor
N < Signature > < Classification > #> #
[snort] (http_inspect) BARE BYTE UNICODE linswngu 579 2
1 ENCODING (8%)
[snort] ICMP Destination Unreachable misc-activity 4595 2
2 Communication Administratively Prohibited (61%)
[snort] SCAN UPnP service discover attempt network-scan 47 2
3 (1%)
nessus[snort] MS-SQL ping attempt misc-activity 58 1
4 (1%)
[snort] BAD-TRAFFIC tcp port 0 traffic misc-activity 47 2
5 (1%)
[arachNIDS][snort] ICMP PING NMAP attempted- 16 2
6 recon (0%)
[snort] ICMP Destination Unreachable misc-activity 75 1
Communication with Destination Host is (1%)
7 Administratively Prohibited
8 [snort] ATTACK-RESPONSES directory listing bad-unknown 1 (0%) 1
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http://10.20.37.5/ids/acid_stat_alerts.php?caller=&sort_order=occur_a
http://10.20.37.5/ids/acid_stat_alerts.php?caller=&sort_order=occur_d
http://www.snort.org/snort-db/sid.html?sid=4
http://www.snort.org/snort-db/sid.html?sid=4
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=1&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=1&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_stat_sensor.php?sig%5B0%5D=%3D&sig%5B1%5D=1&sig_type=1
http://www.snort.org/snort-db/sid.html?sid=485
http://www.snort.org/snort-db/sid.html?sid=485
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=2&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=2&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_stat_sensor.php?sig%5B0%5D=%3D&sig%5B1%5D=2&sig_type=1
http://www.snort.org/snort-db/sid.html?sid=1917
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=3&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=3&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_stat_sensor.php?sig%5B0%5D=%3D&sig%5B1%5D=3&sig_type=1
http://www.snort.org/snort-db/sid.html?sid=2049
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=4&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=4&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_stat_sensor.php?sig%5B0%5D=%3D&sig%5B1%5D=4&sig_type=1
http://www.snort.org/snort-db/sid.html?sid=524
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=5&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=5&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_stat_sensor.php?sig%5B0%5D=%3D&sig%5B1%5D=5&sig_type=1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=6&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=6&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_stat_sensor.php?sig%5B0%5D=%3D&sig%5B1%5D=6&sig_type=1
http://www.snort.org/snort-db/sid.html?sid=486
http://www.snort.org/snort-db/sid.html?sid=486
http://www.snort.org/snort-db/sid.html?sid=486
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=7&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=7&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_stat_sensor.php?sig%5B0%5D=%3D&sig%5B1%5D=7&sig_type=1
http://www.snort.org/snort-db/sid.html?sid=1292
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig%5B0%5D=%3D&sig%5B1%5D=9&sig_type=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_stat_sensor.php?sig%5B0%5D=%3D&sig%5B1%5D=9&sig_type=1
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lunswngu 2443 (22%)
misc-activity 7091 (64%)
network-scan 79 (1%)
attempted-recon 825 (7%)
bad-unknown 4 (0%)
web-application-activity 490 (4%)
web-application-attack 139 (1%)
attempted-admin 3 (0%)
attempted-dos 1 (0%)
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http://10.20.37.5/ids/acid_qry_main.php?new=1&sig_class=0&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig_class=1&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig_class=2&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig_class=3&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig_class=4&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig_class=5&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig_class=6&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig_class=7&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_qry_main.php?new=1&sig_class=8&submit=Query+DB&num_result_rows=-1
http://10.20.37.5/ids/acid_stat_uaddr.php?addr_type=1
http://10.20.37.5/ids/acid_stat_uaddr.php?addr_type=2
http://10.20.37.5/ids/acid_stat_iplink.php
http://10.20.37.5/ids/acid_stat_ports.php?port_type=1&proto=-1
http://10.20.37.5/ids/acid_stat_ports.php?port_type=1&proto=6
http://10.20.37.5/ids/acid_stat_ports.php?port_type=1&proto=17
http://10.20.37.5/ids/acid_stat_ports.php?port_type=2&proto=-1
http://10.20.37.5/ids/acid_stat_ports.php?port_type=2&proto=6
http://10.20.37.5/ids/acid_stat_ports.php?port_type=2&proto=17

