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web-frontpage.rules

web-iis.rules

exploit.rules nntp.rules smtp.rules web-misc.rules
finger.rules oracle.rules snmp.rules web-php.rules
ftp.rules other-ids.rules sql.rules x11.rules

nuaazdoliInseaianandosdau laun Rule Header uaz Rule Options
193109 3.3

Rule Header Rule Options
51 3.3 Tnseadenanveeng TuTisunsy Snort

Tudau Rule Header 1/5znouaslnseeas9don agili 3.4

Action Protocol Source Address Port | Direction | Destination Address | Port

517 3.4 Tnssadwaauilsznougosvo Rule Header

. < ' Aq ¥ . A 9 2
Action Lﬂuﬁauﬂﬂﬁzuﬂizmmm Action LiJ@ﬂJﬂiJﬂﬁﬂ"lElgluLLWﬂLﬂ@W]N

A ¥
GﬂiJN’é]‘L!Ul‘U“U’ENﬂg] ‘1J3$ﬂ’t’)‘]J§°1’J‘c’J
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< a o] a4 !
) Pass U Action l¥iinmeseuiininatl uazilaseliinmsasinaey
o Aa 1 o Y A A
autuae ldungdenivae
& . Y o 8 o =y 2 & o Ao
2) Log 111t Action THihmsiutiunndoyaveaiinfiariu muntimua
Y 4 a o v g < v =K 9 1 Id 9
PBlulddneuilpssuvesdnduses wu nutiufinasgudoyaniee uau
< | Yo d o =2 & & o D, . \
3) Alert WU Action THMMsIUYUNIUNNAANY AA18 (Log Action) LA
[ { o 4 a % 1 T W @ 3 o
imsusadeuseals  awndmualiluldaeudnsdu 1wy dsdyanasiouss liinuds
4 [ 3
InavselddsnonTya 1Huduy
& { 4 S 3 A&
4) Activate 11U Action Nl#iilodvsmsIiasrnasuuiinnaiidiengde
U (17]1“]95} Dynamic Action) on
. . . .
5) Dynamic 1111 Action ‘ﬁgﬂi%’hﬂﬂg%ﬁuﬁi%’ Activate Action 1o 13
0 3 g Yy &y y A3 . L a
mmimmaammmﬂmmﬂmauumﬂﬂaiumamﬂu Dynamic Action 81
< ! { A 2 g A a
Protocol \Wudiunldszywiiallslanoavewuinmnaingaz 14we1sun
Y
a529801 Useneuale1ls Ianea IP, ICMP, TCP iag UDP
I 1 { 1 [
Address \Wludrunldszyueamsa Usznoudltedesdiuldun

1A 3 g
1) Source Address 1935z unasnuveAnIa

1 < <3
2) Destination Address Glsffizulmmﬂmﬂmwamwﬂm@l

£ Q) I ° v o ~
cmmﬁ33uuammﬁmamwﬂmﬁmmmmwuﬂ"lﬂmuuuwmmam"law

<3 a
uoaAse (IP Address) Lmzwmmamumﬁﬂ (Network ID) Iﬂﬂﬁ”l?J']ﬁﬂﬁguuléfﬁﬁJzﬂll‘]J‘]J

Classless Inter Domain Routing Address (CIDR) Aa915199 3.2

A1519% 3.2 CIDR Block Addressing TR http://www.rfc-editor.org/rfcsearch.html

CIDR Block Subnet Mask Number of Class C Address Hosts
/14 255.252.0.0 1024 262144
/15 255.254.0.0 512 131072
/16 255.255.0.0 256 65536
/17 255.255.128.0 128 32768
/18 255.255.192.0 64 16384
/19 255.255.224.0 32 8192
20 255.255.240.0 16 4096
21 255.255.248.0 8 2048
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/22 255.255.252.0 4 1024
/23 255.255.254.0 2 512
124 255.255.255.0 1 256
/25 255.255.255.128 ? 128
126 255.255.255.192 ? 64
127 255.255.255.224 1/8 32
/28 255.255.255.240 1/16 16
/29 255.255.255.248 1/32 8
/30 255.255.255.252 1/64 4
/31 255.255.255.254 1/128 2
/32 255.255.255.255 1/256 1

U ueAasd  192.168.1.3/32  l¥szyunununoaylofiveamsa 192.168.1.3 uoaasd
F4
192.168.1.0/24 ¥5zyunusravinoay lofineaasadud 192.168.1.0-192.168.1.255 1Hudu
vinome : a5 lFAeaTa Any ununnminomvteansala
Port Number 1¥3z1munomunesaluniindanndunialdalaronis Tae
A I~ ] s 9 ] 9 =
AMNTDTEYMVUIIZ N5 05z T urInsanesan 1A 150 81521 Source port 23 NN
4 & aA4A 9 Ad s
M3ATIVAOUUNNNANITUAUNIIN Telnet 1551103
ax 4 Y 1
ATTYRIBIUNDIA 1ALN
1) Port Ranges [ AaLANDTA 1024-2048
alert udp any 1024:2048 -> any any (msg: "udp ports";)
2) Upper and Lower Boundaries 141 %23@ua 0-1024 52 Taold :1024
uazaeduanesa 1000 Yu'l 521 Tasls 1000:
alert tcp any :1024 -> any :1024 (msg: "tcp ports 0-1024";)
alert tcp any any -> any 1000: (msg: "tcp upper 1000 ports";)
3) Negation Symbol 15U @0am3szymesannnesnsniunesaisy
log upd any any -> any !23 (msg: "Everything but upd port 23";)
Direction 1¥5:amalumsinsanuvasivuaydaionavesiinfa Tao

[

[ P I Y 1
aanvain 19 laun
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[ [ L 1 1
) - ;udevesdaanyal 1 FUNUIKEN (Source Address, Port) 831U
kY 9 . . < <
AN lsunualarenig (Destination Address, Port) UDILLWNLNE
[ [ L 1 1
2) < amNUeIdanyal [N ULaI (Source Address, Port) @u
< <
auaelumuilalenia (Destination Address, Port) U9 aLANA

A v A 2 & A4 A 4 o a
3) <>hlslflllﬂ@]@Qﬂ”liwfﬂ'ﬁﬂﬂuwﬂlﬂ@]‘ﬂlﬂaﬂu‘ﬂUl‘]_l(lu‘ﬂ\iﬁf‘]\imﬁvn\i

. ' 3 & Ao &
TA39er319u09 Rule Options 521N wazdean19qmeluninmnaniuiude
[] 1 a 4 1
MIasdeD 15U msszyanieluilasuaz T Tnaean1eq Inseadenelulszneudas
d71800 150N Section 11AAZ Section YNILINTABIATEINAY ; (Semicolon) tAZU5ZNOUAIY
1 9 1adad A < 4 [ d'
aeaduldun Adsa (Keyword) 482 81303UNUA (Argument) HENINNU 1ABIATOINNY :
A da

1 4 Y 1 I <3 4
(Colon) 1%¥U msg: "Detected confidential”; Af135AUDY Session 117D msg AIUBINATUAAD

"Detection confidential"

sUUUA199 Tunsimua Rule Option 18un

Adad A

< Y | &L X QA
1. Rule Content Llluﬂﬂnﬁﬂﬂi%iu‘ﬂ”lﬁ@ﬁ')ﬁ]ﬁ@ﬂﬁj”LH@W]%@ﬂ!LWﬂlﬂ@ WD
&K A
@3'J%ﬁ@ﬂﬁuu@ﬁ’]ﬂ!ﬂuﬂ’]ﬁuﬂj‘ﬂ

491 A 9 2 4
1.) ASCII Content NITEYUDININADINITATIVADULUULD TN Iﬂfﬁ%’]_ql]lﬂ
A " a 9 =& 491 dy Y
ﬂ?ﬂiulﬂiﬂﬂﬁﬂ”lﬂ " (Quotation) ﬂﬂ@n181uﬂamawmmmsaszumamuuuu”lmwwmu
k4
ABANNTU AIDE 1T
Alert tcp any any -> any any (content: "malicious string /etc/passwd"; msg:
"Searching for ASCII Garbage!" ;)
& o § a
Fuilungnldlumsdumiafs "malicious string /etc/passwd" n1elu
, A 3 g
FIUUDVIUDILUNNING
. [ dy Ay =)
2.) Binary Content Lﬂuﬂﬁ‘i%umﬂ‘ﬁTﬂ@lﬂﬂﬂﬁ@]ﬁ’Ji]ﬁ’E]ULLUUVl‘UL!ﬁ Iﬂﬁl
sznelunTo1ig | (Pipe) 20619191
Alert tcp any any -> any any (content: "|0000 0101 EFFF|"; msg: "Searching for
Garbage!";)

' '
9 [ an A A

FatoyaiiluluuFannsogaaninldie vazidluitiden]diuly

U

Tlsunsusniudoya (Sniff) 15U TCPDump, Ethereal, Iris 1H1AU
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< { { o
3.) ASCII and Binary Content 1{umssz1iilon1fidoin1sasindouns
= ~ yY [ @ 1 1
suuseaiuaz luus melungde@enu dedrasu
Alert tcp any any -> any any (content: "|0101 FFFF|/etc/passwd|E234|"; msg:
"Searching for Mixed Garbage!";)
Y o v Ay Y A
4) The Offset Keyword 1#lumsszydwmtausudulumsaunivio
L 3 v L, & W TN I .
asaouiiaineluuinne lulueslsusiunueolsunandiuou dreg1uru
Alert tcp 192.168.1.0/24 any -> any any (content: “HTTP”; offset: 4; msg: “HTTP
matched”;)
LY, Y ° o ' I A P} &
1l umsauma “HTTP” Asua luandvesdoyarilon
k2 v
5.) The Depth Keyword 141ums3szys9veiioniidoininiindow
I 3 Y] A 1 ) @ @ 1 4 4 1
ulud) Iilueelsuasusiudvesldundnadiuduiiorislums Minimize CPU ag
v o 1 1
Optimize Speed VDA AT UL FI08191%1
Alert tcp 192.168.1.0/24 any -> any any (content: “HTTP”; offset: 4; depth: 40; msg:
“HTTP matched”;)
X Y o 1 v o ~ = di’
1% 1umMsAUMIAT “HTTP” 5511719A9NH5N 4 99 40 Vo luitian
I o Q Y] { 1 %
6.) The Nocase Keyword tiueeiFunitaluaudrnannsalysiudy
A a o Ny Y, Y Y] ]
Keyword Content dUBna®IAalAun Offset 1oz Depth 19 umsdumidoyaluniinmnanuy
) [ < < 1 a <
Intensive IMUNEEIMTUNTATIVFOUUAMNAVDI 115 Ianea TCP (¥ USMT Telnet, FTP 11U
A feEd19ai
Alert tcp any any -> any 23 (content: “administrator”’; nocase;)
o 1 - < I a
19032980 1119191 “administrator” A1 TULAAAALT AT Telnet
v o 3
7.) The Session Keyword 15 lunsansudeyatlszinmadesiiing (Clear-
3 & Aq Y a 1 A ¥
Text) NnuAnNanlylumsannedoaslagllslanea TCP uaz@NITaUaAINABDNNN A
Y
aewuy ldunuaasdoyalugiunaimsannonsnug (Session: ALL;) n3olduaaunnig
9 ~ a 4 Y N A v 1 1
may’ammmmwuwaaﬂm% (Session: printable;) $1I98194%U
Alert tcp any any -> 192.168.1.0/24 110 (session: printable;)
< 4 1 a a
1¥lumainudoyasnmsiFounsveiuims POP3 LuUANTONLN 14
8.) Uniform Resource Identifier Content Glclsflﬁluﬂﬁ@ﬁ?ﬁ]ﬁ’e)wﬁjﬂgaﬁludiu
A A ) =y =\ o Y 09; <3 <3 9 [ dy
URI feununegiimsasivgeu/seumeunutoyanannng @1uiso lgeodsuilunis

QU

A Y 1 = A < <3 1 a’/‘ o 1 1
i3ulW@1ﬁﬂﬁ?ﬂﬁﬂULﬂW1$ﬁjulﬁfJﬂ‘lJ@ (Request) M4 URI voaUWNNAMINY A208191%U
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Alert tcp any any -> any 80 (msg: “WEB-CGI /cgi-bin/phf”; uricontent: *“/cgi-
bin/phf”;)

Y Ia

9.) Regular Expressions (Humsl¥dadnvaifenirelumsnlsonion
Fumilumsasaeudemluiinga awnsn 1y ldaesdadnyai 1auA 2 (Question mark)
Feldunuddnyslanilad naz * (Asterisk) Vmusasnyssaudniadianlyl §ro61amu

Alert tcp SOUTSIDE any -> $DMZ 80 (content: "../*../"; regex; msg: "Bad Example
of a dot dot attack";)

10.) Flow Control fiueelduiildlumsimuamsiFoudeveufina
uuTisTanea TP IFnusamiuoatdudu TasmslFnuszeglugtuuy flow: <OPTION>
Tags1 OPTION fisusasmualaniaemisad 3.3

#1519 3.3 Flow Control 01J%1

GAGLRMERY AGITRE
to_server Passes true on packets sent to the server
from_server Passes true on packets sent from the server.
to_client Passes true on packets sent to the client.
from_client Passes true on packets sent from the client.
only_stream Only activates on reconstructed packets or packets within an established
stream.
no_stream This instruction is the opposite of the previous example and does not pass

packets that are recon-structed or within an established stream.

The established instruction will activate on packets that are part of an
established established TCP connection or session.

Modified from the original Snort stateless instruction, the Flow Control’s
stateless option is geared toward activating on packets regardless of state.
stateless Various static attacking tools such as stick send stateless packets in hopes

of executing a system- or network-wide denial-of-service (DoS) attack.

The stateless option must be used without the flow: prefix.

A081UFY
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alert tcp $DMZ any -> SEXTERNAL any (msg: "Server Potentially Sending Sensitive Info";
flow: from_server; content:"root:: ";)
1FumsasvaenuinfafigndsnnnioadsvnesidmaGong Idsiarimves
szunlfiiemsgiing lufunseantouen
11.) Content-list Option Lﬂuaaﬂﬂ?uﬁcl%)izu%a”lv\lﬁﬁgﬁuﬁ5L3§@ﬁ117i
Foamstumneluduionveaufinga §06105u
alert ip any any -> 192.168.1.0/24 any (content-list: “porn”; msg: “porn word
matched”;)
Hunstumiiiszy 180 ldd%e pom Uszneudrendidsaamdt 1dun “pom” |
“hardcore” L% “under 18 Gludamf‘fammmuﬁmﬁ@

Y

. Y acas ~Aq Y A A (]
2. 1P Options (Hupdnsanlglumsasinaeumsyngniinugiveguy
a J
dumosfialis Iansa (IP)
1 o < I
1.) Fragmentation Bits Tughuiveuiinia 1P Usenouaie Flag bit e1U
v & Y 1< @ ~ a a < Y 1
a1 Fallumsus nadunazsueauwuuauiinna laun
n. R (Reserved Bit) 3agnaau I ddmsums daulusunn
O ) o3 a 2
9. D (Don't Fragment Bit) 1dagnignuaasimiinna 1P 4 linas
< 4
LIV BTN
. Y a dy <3 = <3 4
A. M (Move Fragment Bit) S1Uatignesnuaadininisuminmud

1 <

<3 <3 dy ng/ ~ 1 Y Aa dy VA g <3 4 c?/l )
LL'Wﬂlﬂ@lucﬁa']ﬂﬂﬁ\iﬂ‘lwnﬂ‘ﬂgﬂﬁﬂulﬂ mimuuhmﬂl,clfmmmmmﬂummvhﬂmumﬂﬂqmnﬂ

U

A & oa < d s
(MI9ATUAYY) VDIUWNLHH TP U

= 9 9 o a 1 dy S A A
FIVTTANLNT N9 19152 Tesriarndamiarsl lunms lauanseauni

[l (] 3 A ' °
doyaszumnsoneld wu magnia D eunsaldlumsasrvdeun MTU Mgaazgaga
) ) k4 Y
vudunannniesduma llduaiesdaremaiug 1@ azifumsldeod¥u  Fragment bit
Y
1 o <3 [y [ 1
aw150a329ae1 1891 Flag bit Wugnidmnse 1 dredrasu
alert icmp any any -> 192.168.1.0/24 any (fragbits: D; msg: "Don't fragment bit set";)
<
2.) Equivalent Source and Destination IP Option 1% 1um3asiveeuuiin
3 Aa A A Yy 4 & A a o @ 1 [l
nanimslasuriedasuuasviuvasaumaazdarematunmeinu areg1asu

alert ip any any -> any any (msg:” Same Source and Destination IP Address”; sameip;)
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. Y o A A d? 1 o
3.) IP Protocol Option 1% 1un1sas9doe0lsungnnuauu luaum?
3 & = a A J 9 ' .
younnna P ailnavzlug 20 lud Taems1damazedlugium ipopts: <IP_OPTION>;

TaA1 IP_OPTION Naunsanvua’ld Ndeansen 3.4

A13199 3.4 Snort IP 90UFU N1 http://www.rfc-editor.org/rfc/rfc791.txt

1P 001l GRGERIRY
eol Used to specify the end of an IP list
Istr IP loose source routing
nop Used when there is no IP option set
rr Record route
satid The IP stream identifier
sec The IP security option, also known as IPSec
SSIT IP strict source routing
ts The timestamp field

& 9 Y % ! dy 9 Y A
Fagyngnauso el dumarilumsdisiaveyauussuy A0l
P v o ) vy Vi Ay o
lawu msldeeildu tsrr wag ssr Helagyninansaasaen laniidumainuuszu
AN (] A A [ 1 1
IA30U180Y39% 50 11 AI8 10T
alert ip any any -> any any (ipopts: Isrr; msg: “Loose source routing attempt”;)
. L J < o a 4
4.) ID Option 1 lumsasradeumranaavinsnuualulaa Fragment
' @ 2 ' Ay .
D ludrvewdinng 1P Tagmsssymmvinemynaeansasdvden  Tugiluuy id:
<ID_NUMBER>
1 1 = 4
5.) Type of Service Option 1¥lumsnsivaeumnszyluilad Type of
[ @ < 3 @ 1 1
Service (TOS) TuaauIvowNNAA IP AI081915Y
alert tcp SEXTERNAL any -> $CISCO any (msg: "Cisco TOS Example"; tos: !"0";)
2 { o 7 i
1 lumsasrnasuuinmavinaeusni lidiginsel Cisco Nl lu

TOS Field laitmivgud

s . 1 ] ' . Ao Y Y 3 g 1 a?/,
wwreng : Tugilngal Cisco JUIMUNTU TOS Field N5 udhundoud ugudmniu
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. . . 9 1 a 4 1 Y]
6.) Time-To-Live Option 1¥lunmsasivgevmluilaa TTL ludiuriives
3 & ' {
uinia IP Tagszynat TTL Hdesmsnsavdoulugiuiuy wl: <TTL VALUE>
£ . 4 v o v ) A v
Faa1 TTL tennsaldlumsdisdeyaduniauuszunnionis|d
Y 5 Y 1 < A A 9
maTﬂmmuﬂim‘wmiamﬁummu traceroute, tracert, netroute L‘]JL!@]‘L! Tmmmamumd
(] <3 1< A 1 £ 9 Y Ay o ] dy
vdauinna UDP filia1 TTL Al @1 lduwdunendesmsdisn a1 TTL dazanainn
A 3 & a ' & A A g ¢ s 1 d g
ATINUANNAAUNIFIY Hop 1199 duiiea1 TTL Uauilugud isunesazaauiinna ICMP

o o A 9 Y 2 ~ A A 9 < =
ADUNAVNIIUATDIAUNN Lm%ﬁnﬂﬂli’)ﬂumlwmﬂ@ ICMP U3 NATDINUNNNITNIIUDN

v
v 9 J

= J v (] 9 1 < < PR
nueaY loNLoAATAUDUTUADT A1 UAY ¥ U TUTUNTY traceroute AdUFiNAH UDP N
& v A 2 I a =2 o 2 A Y 3 Vo P P
TTL {ui Woninihadune lUfdusunes i Hop 1 a1 TTL Aazimnuguduazisuaes
I~ 1 I~ I~ [ I 9 o Y Y o w 9
fuzdainma ICMp seunaum Wudu dldawnsaasteaenlanlasmaanenenly
dy A ] 1 = ]
Tisunsuilszianiins19edou52ULIAT 04 180T 10gH5 0 |1)
I ] 1 [
7.) Ip-proto Option Wueed¥unldlas 1P Proto plug-in Tumsvae
[ 1 Y] = < a 4
asraaeua 11 Tnaealudiuriiveaudinma 1P Tagldmsdrdsnuaavtazselalslanoa

4 ]
nnlila /etc/protocols LU

ax.25 93 AX.25 # AX.25 Frames

ipip 94 IPIP # Yet Another IP encapsulation

micp 95 MICP # Mobile Internetworking Control Pro.
scc-sp 96 SCC-SP # Semaphore Communications Sec. Pro.
etherip 97 ETHERIP # Ethernet-within-IP Encapsulation
encap 98 ENCAP # Yet Another IP encapsulation

L IANE AT

alert ip any any -> any any (ip_proto: ipip; msg: "IP-IP tunneling detected";)
300193521 Inelgamuiaay s Tanoaunu 14 1wy

alert ip any any -> any any (ip_proto: 94msg: "IP-IP tunneling detected";)

Y
aAdad A

. d Y Ao A '
3. TCP Options Lﬂuﬂﬂl')iﬂ‘ﬂi%iuﬂWiﬁi')ﬁ]ﬁﬂﬂﬂWiuﬂiﬂﬂNWHﬂWH@gUu

Q

15 Tanea TCP
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1.) Sequence Number Option 1%1UMIATIVADUHINBAVSIFVVD

uwiniAnluiag Sequence Number ButfiniAa TCP Tug1i1y seq: <SEQUENCE NUMBER>

2.) TCP Flags Option 1¥lumsastnaeuniiiszyluilad Flags ludu

wavowdinina TCP lugiluuy flags: <TCP VALUES>; lagsn TCP VALUE #annso

o ya o A
ﬂTWLlﬂ]lmJﬂWﬂiN‘ﬂ 3.5

A15199 3.5 Snort TCP Flags fan http://www.rfc-editor.org/rfc/rfc793.txt

TCP Flags MUY
A The option to check if the ACK flag is set.
F The option to check if the FIN flag is set.
P The option to check if the PSH flag is set.
R The option to check if the RST flag is set.
S The option to check if the SYN flag is set
U The option to check if the URG flag is set.
0 A unique option to detect if no TCP flag has been set within the packet.
1 The 1 option determines if the reserved bit 1 is set within the packet.
2 The 2 option determines if the reserved bit 2 is set within the packet.
+ The addition sign is used to determine if a specific flag is set and followed by

other TCP flags. Ex: A+ triggers on any packet with the ACK flag set in
addition to other flags.

The asterisk is a wild card character that you can use to specify any flag that
matches on any specified flags. Ex: *AS triggers on all packets that have the
ACK or SYN flag set.

Likewise to most negation commands, this checks to see if the packet does not
have the specified flag set. Ex: !S triggers on all packets that do not have the

SYN flag set.
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3.) TCP ACK Option 1¥1umsasrvaeuinaluilad Acknowledge
s A o o oA g g A
Number gtdniiit Non-True Value 130l Tagilanatiszuaasnmnoauyoauiining TCP Ny
1 [ & A o’dy o v &1 A 1 a 4 < I ] 0911
gnesae 1 Felladtivzdagnaoiion luilad Flag goignmilu ACK i
[ 1 ] 9 a dy A
fodrury Tdsunsy NMAP awnsalmatat lumsaununsed
-] o s Ay ) 2 <
whsne Tasmsaaiinne TCP Tddamesandesmsnsivaen wiewdna1 Flag Wy ACK
< ¢ < & g o a o A v
118g ACK Number Hlugud tazihuwsizuiininatiazgniasnaunnlaanieilaienia aae
2 A < . < A Yo 2 & g '
unNangnima Ty Flag Field 1u RST 1o 11)5unsu NMAP 1dsuuiininia RST # nudagin

" Aa

A = £ Qddy I Yo A A [ 9 a
Lﬂi@ﬂﬂﬂ'l&l“l/ﬂﬂhﬁlgi]iﬁ G]N’J‘ﬁuﬁnﬂiﬂclf]f“lﬂﬂmﬂi’EN‘VI‘]B_‘IENﬂuﬂﬁﬁuﬂuﬂlﬂﬂﬁﬂglﬁ‘ﬁﬂﬁ

Ping (1111 ICMP Echo Request A98 1T U

alert tcp any any -> 192.168.1.0/24 any (flags: A; ack: 0; msg: "TCP Ping Detected";)

9
s A

. 3 ada Y, Ao A '
4. ICMP Options (JunAdNsaNnlglumnseaeumsyngnninug Loy
115 Tanoa ICMP
! Y J A 4 |
1.) ICMP ID Option 1¥lumsasivaeualuilan Identifier nelu
' o 3 < AL a o . 3 g An a
druvoiinfg ICMP GaWlaqa Identifier 9519 uniinifa ICMP flytialu 1CMP
2 ) . S 3 o a
Echo Request 1tag ICMP Echo Reply #4gn 15 laglilsunsy Ping Taguiinnanaesriinazgn
1 R W 1 A A o 1 v 9 A A o 1 1 < <
dadanuIzrIuATeINIIMIdwazsudoya Tasnieaniinisaszauiniia Echo Request
o A @ A oz g Ay = A S 1 & g
TddunTessutaenis weninnail lddunieslareneneeduiinna Echo Reply aou
o ' o o= gy o o2 2 & S g A o
nauw - mludaandeldlss Tesulumsasrvaeuiuninmaladluuiniangnaeunduun
A1081917 U
alert icmp any any -> any any (icmp_id: 100; msg: "ICMP ID=100";)
1 a 4
2.) ICMP Sequence Option 15 lumsasraeum luilas Sequence
1 o <3 I Y] 1 1
Number TUa@IUHIVOWNNAN ICMP A1981915U
alert icmp any any -> any any (icmp_seq: 100; msg: "ICMP Sequence=100";)
. . Y 1 a 4 1 @
3.) ICMP itype Option 1 lumsasiadoualuiaa Type luaauna
< 3 A Y a o’dy % ' ]
YOINALNA ICMP 1NoA3 1WA UMIYNIN Taems lsnszy luilaatl Aedraumsu
alert icmp any any -> any any (itype: 4; msg: "ICMP Source Quench Message received";)
. Y 1 a 4 1 @
4.).ICODE Option 1¥lumsasavaeumluilan Code ludiuriives
< < & a o’dy Y A ~ 9 1 a 4 A A 1 1
uiinne ICMP a1 lulaatl IveFureneazdeamslsauvesa luiaa Type 9ni wumlu

o < o2 3 Ad L 2 S a gy
Wad Type Wu 5 naasuiinnailidulszian ICMP Redirect Faufinnatlseaniing ldain

: 1 Qa: 1 a < Y 1
WO MR FIAUHAHAIIUIZYNTZYY IUTaA Code 11104 13U
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a [~ <3 <3
- tilagd Code = 0 uaaaInuuNnfa Network Redirect ICMP
a [~ <3 <3
- tilas Code = 1 uaaadniuuinifa Host Redirect ICMP
A s 3 4
- tilag Code = 2 naaanuiluudinifie Redirect 193910132100
VOIUS MIUALIZULAT DY
A s 3 4
- tilad Code = 3 naasnuiluudinifie Redirect tHp391n15210M
a 4
YoIUITMILAL laae
K v [~ do’d‘ 9 = 1
5. Rule Identifier Option HuAdnlylunsszysigaziveaniaveanglu
Tisunsu Snort isuvaneaa I A141un1591984 lenensiinedewazlszinnuong
v 1 1< 1 Aq Y o £
1.) Snort ID Option A1 SID (Jumin 1y lumsswuniszsnnueang &

9}:;’ 1 . Y a K 1 ] 9 1
gnlialuaauvesluga Output wag Logging Tumsd1denang Tasa1 SID uiielddmaag

4

91
A15197 3.6 $79A1 Snort ID
F9A mMs 1%
0-99 Reserved for future use.
100 - 1,000,000 1958145V Ruleset ¥9411/51A53 Snort
above 1,000,000 14 1a8 Custom Snort Rules.

P LIANE Y
alert ip any any -> any any (ipopts: Isrr; msg: "Loose source routing attemp; sid: 1000001;)
2.) Rule Revision Number I N REREAY (Revision Number) 1u
AAa 9 9 dy v A @ ] ]
ﬂﬁmmmmﬂlleuﬂgmaumﬂgﬂuuummm AIDYNLYU
alert ip any any -> any any (ipopts: Isrr; msg: "Loose source routing attemp; rev: 2;)
3.) Severity Identifier Option 1#5zM@AUANUS LT IVDING FaTi
1 [ 9 1 A =K 9 ~ 9 1 1
[31¢ [AREVEEAZM]] hlﬂ!,l,ﬂ 1,202 3 Iﬂfl‘ﬂ?n 1 HUWOITNYLUTING A AIDYIUTU
alert ip any any -> SINTERNAL 21974 (priority: 1; msg: "Bad Worm Backdoor";)

4) Classification Identifier Option 1%1un5521U521ANANI 101159

v
Yo A

Tumsyngndmsungare luTdsunsy Snort Faivilszinnamdrduanudes laaedl
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d 4 G
M1519% 3.7 Uszananuideaga (A1 Priority 1)

Ysznnanuaeags

Ae5U1Y

attempted-admin
attempted-user
shellcode-detect
successful-admin
successful-user
trojan-activity
unsuccessful-user

web-application-attack

Attempted administrator privilege gain
Attempted user privilege gain
Executable code was detected
Successful administrator privilege gain
Successful user privilege gain

A network Trojan was detected
Unsuccessful user privilege gain

Web application attack

4 4 C
A1319% 3.8 Ysztananudesstunais (A1 Priority 2)

szpnanudssunaid

CRREIRE

attempted-dos
attempted-recon
bad-unknown
denial-of-service
misc-attack
non-standard-protocol
rpe-portmap-decode
successful-dos
successful-recon-largescale
successful-recon-limited
suspicious-filename-detect
suspicious-login
system-call-detect
unusual-client-port-connection

web-application-activity

Attempted DoS

Attempted information leak
Potentially bad traffic
Detection of DoS attack

Miscellaneous attack

Detection of a nonstandard protocol or event

Decode of an RPD query
Denial of service
Large-scale information leak
Information leak

A suspicious filename was detected

An attempted login using a suspicious user name was detected

A system call was detected

A client was using an unusual port

Access to a potentially vulnerable Web Application
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4 4 4
A15199 3.9 Uszananudesa (A1 Priority 3)

Uszinnanuidead A10TLY
icmp-event Generic ICMP event
misc-activity Miscellaneous activity
network-scan Detection of a network scan
not-suspicious Not suspicious traffic
protocol-command-decode Generic protocol command decode
string-detect A suspicious string was detected
unknown Unknown traffic

4 a v A o ! . o
TWdneulnsdunlsimuamsutislszinnie  classification.config
1 b4 1
Gd]ﬁﬁg Hunvlumssmuaasil config classification: name, description, priority Tagh
A A
- name A9 GB@‘]JE]QTJ?ZLﬂVIﬂ']TL!ﬂSqﬂ (Classtype 14 Snort Rule)
A o a 1 d‘ d' 9 % z
- description 19 ﬂTﬁ]‘ﬁ‘U'lfJIﬂEJEJ’E’WILﬂEJ’NJfNﬂ‘Uﬂ']ﬁ‘].JﬂEﬂMU
- priority Ain 1AUANNTIGUTIVDINTYNTN
' < @ T [l
1Y config classification: DOS, Denial of Service Attack, 2 Wudu dregrams ldausu
alert udp any any -> 192.168.1.0/24 6838 (msg: "DOS"; content: "Server"; classtype: DOS;)
5.) External References 1%1um3sgyunasdoyamuannionly
Yy a 9y g a 73 & o ' v L @ 1 1
o1dangUetinnoumesia Fairiueeglulud misc.rules drod1amy
alert tcp any any -> any 12345 (reference: CVE, CAN-2002-1010; reference: URL,
www.poc2.com; msg: "NetBus";)
. . Y AdHq Yo = = |
6. Miscellaneous Rule Option 1{ufgnlanivuaseildudugiiasvedny
1) Messages Option 19 lumsszydeanunldlumsududousonio
A 3 A v = Y dy o 1 1
nlsngluden Tldaniuinngdel aredrauzu
alert tcp SEXTERNAL any -> SINTERNAL 79 (msg: "FINGER™;)
. . ) A 9 & o = 9 ] <
2.) Logging Option 1¥3z1jtiafvamanuiiunndeyauininaasasn
J Y 1 ]
vl“l/‘lﬁll‘U‘ULﬂWW%Lﬁﬂ%%\‘l AIDYNLYU
alert icmp any any -> any any (logto: "/var/log/snort/logto_log"; ttl: 100;)
9 dy ) v K 9 <3 ] A
INNHVIUITNINTTUVUNNUDYALNNING ICMP nua1 TTL = 100 a3

IWd%e logto log Tulaisnnes /var/log/snort/
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v A

I o { o o % 4
3.) Tag Option (Hueeddundrradnesddunile luiedeans

9

v
Yy A

v R Y 4 & A Aa 9 o 3 & A A q a sy
UUNNUBYAUNNINADUNINYIVDINVLUWNINANATIVNIBIINNH VDU LW@i%’iuﬂﬁﬂLﬂﬁgﬁ‘U@y‘ﬁ
X d o A4 9 o 2 - ¥ &
HANNATNUUANINGIVDINUNITYNTNU Tﬂﬂﬂgﬂlmﬂﬂﬁiﬂfﬂhm@ tag:
<TYPE><COUNT><METRIC>[,DIRECTION] ﬁ\WI"IiN

d a

A o QP v A s
A1319N 3.10 i’]']if‘]LiJu@]Vlslclﬁ'JiJﬂ‘Uﬂﬂnﬁﬂ tag

GRS Aodue

I
TYPE i%“ljhlﬁaﬁﬂu session 130 host

Q

Y : g o = ] S & A4d ¥ o A A
ﬂ’l!ﬂu session i]zlﬂ'ﬂ'ﬂu‘ﬂﬂlﬂW’l&ﬂ]@yﬁ!iWﬂlﬂ@ﬂlﬂﬂ'ﬂlﬁNﬂﬂﬂ’li!“]ﬁ@j\l@@u

Y 4 o = ) 3 2 o A g

ﬂ’l!ﬂu hostﬂglﬂ‘ﬂ‘ﬂu'ﬂﬂlﬂ‘W'lgsU'f]llvall‘wﬂlﬂ@ﬂ\?ﬁﬂﬂﬂﬂ’l%’lﬂiaﬁﬂu
° 3 d A P o 3 o =

COUNT VTUIULNNNATIDISYSLIATNIZTNINITNUUUND

METRIC M128909 COUNT 111 packets 130 seconds

DIRECTION | 1¥sz1jfiermavesniinfaiilu sre 3o dst

A1081915 U
alert tcp 192.168.1.0/24 23 -> any any (content: "boota"; msg: "Detected boota"; tag:
session,100, packets;)
. . Y 9 < <3

4) Dsize Option 1¥321n1ueMToyavewNNNaluMIATIIADY
MsNgNszAN  Buffer Overflow lagastnaeunnmanueveyaluiinfaiiiving
Tna) i@nnimSewhduduaviisyy 1inse la suunums 19 dsize: (<, > w50'1) length (<
> length); A208191FU
alert ip any any -> 192.168.1.0/24 any (dsize: >6000; msg: "Large size IP packet detected";)

5) RPC Option l#lumsasrnaeuuiinfiaanuTmsuuy Remote
Procedure Call (RPC) Taefiguoums ldaune rpm:
<APPLICATION>,<PROCEDURE>,<VERSION>; A108141%14
alert udp SEXTERNAL any -> $SHOME 111 (rpc: 100023,*,*; msg: "RPC Statmon Connection";)

. . I o d' o @ 9
6.) Real-Time Countermeasures Option (Juaeilfundidgun Ty

o { o o 1 3 g o o
MINYATINITYNINNATIVNLIDUV DA TUIR Tagmsdaiininaaeudusenay 11

oA < < z [ [
praanveinnaiy Tasimsaovuaulugluuunie damns
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adad

~ 4 A 9 %
M1319N 3.11 ’E)'lﬁﬂlﬂJ‘l!ﬁﬂGl“]ﬁ'JNﬂ‘Uﬂﬂnﬁﬂ resp

CRHNIT GRGERIRY
Rst_sed Sends a TCP Reset packet to the sender of the packet.
Rst rev Sends a TCP Reset packet to the receiver of the packet.
Rst all Sends a TCP Reset packet to both sender and receiver of the packet.
Icmp net Sends a ICMP Network Unreacheable packet to the sender.
Icmp_host Sends a ICMP Host Unreacheable packet to the sender.
Icmp_port Sends a ICMP Port Unreacheable packet to the sender.
Icmp_all Sends all of the above mentioned packets to the sender.
A981919U

alert tcp any any -> 192.168.1.0/24 8080 (resp: rst_snd;)
Y [}
vinee : M3 1geelfuiidosnonlnd 11sunsy Snort 193 9n1/dndu FlexResp nou Tag
&4 o .
Aou InaneeeUFu --with-flexresp
. < o AqyY & a 1w J A
7.) React Option (Hueelsunlduaonnsaanonuuielegansons
UINT A28 1Y
alert tcp 192.168.1.0/24 any -> any 80 (msg: "Outgoing HTTP connection"; react: block;)
: o [~ a 1 {1 a ~ ]
Fe0zMMsUaeAMsAAANAIULINS HTTP Nunvnnieiieniely
o Y a 1 Y 1 < 3 o A 3
VBI04 (192.168.1.024) Taei liimsaanevuasdlemsauiinna TCP FIN l1funToans
9 9 1 [ :JI A 9 9 d,;
A0IAU (AUAUAZTV) NIATINUNITATIINURBAIING VDT
A 9 o s v A Y o Yy A [ A y
“ioo1 1015 uuddnaifio wam THihimsududou llduniodu
maunu'la dledrau
alert tcp 192.168.1.0/24 any -> any 80 (msg: "Outgoing HTTP connection"; react: warn, msg;)
9 [+
vineig : M3 1Feelduiidonen Inalisunsy Snort 1953nJandu FlexResp nou Tas

JY [ .
Aoy InddeeeFu —-with-flexresp

]
A o W

3.2.2.4 Output Plug-ins vthnddalumsuaainadnivealysunsy Snort

g

=

<3 v =K 9 [ Y A [ 1 2 a dy ~ 9
muuiindeyams yngn uazdedyaraudouds Fedauilandu Output Hazgnidenlyiag
1 Y Y
a1 1 T1/51A5Y Snort NadY laun
(2]
1 v A [y 4
1. d@2U Packet Decode Engine 191/andu Output lumsesnnadnsuestoya

uiinAa TN lugiunues TCPDump ag ASCII decode
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4]
2. @2 Preprocessor 1¥1/andu Output lumsdsdannandouss wuluau
U8 PortScan2 Preprocessor
1 . . 9 3 a [ A o I
3. @9U Detection Engine 1%1/andu Output Tumsdadaanautsunsnaziny
=< 9
uNnUBYA
Y 2 LY o J a @
Fayuegnumssmualulidneuinssuveslisunsy  Snort  Taamnse
o 14 v Y o dy
Sruaomnalugdnuuaie ladad
o J <3 o J
1) uiinaalia var/log/snortalerts Tugiuuiveunng lula

o

2) aedRya AR UAYILIY SNMP

&
1 1 4 o <
3.) detoyaseli1iisunsu Syslog tieriudinasaen lidvesszuu
4.) ﬁuﬁﬂaqgmﬁffﬂu‘.a U MySql, Postgresql, Oracle, MS-Sql (lag
UnixODBC lunsainldgudoyady 191 DB2, Informix W3ioouq
I % 4 1
a131391% UnixODBC Wudrnaralumsivennsld
) 79 Y 1 .
5.) mlasmaanslredugiunuued eXtensible Markup Language (XML)
1w A o [ /A o Y Ao o 1
6.) dedynnaudouss lldsglnsainiuthnsnuanuilasasoru 151
o 4 4
1me3 #3e 1W5s10aa

[ 2

7.) ’cfmiuuiuummauﬁmmu Server Message Block (SMB)

o d a v
3.2.3 mstmiviualaneulgus¥y snort.conf
J = o [ I o o
Ivanouilmsdu Snort.conf ilulwanldtmuamsiauveslisunsy Snort
4 o a o o J J a v J qu

TaootimsdeliTsunsy Snort Fuiem vzdewiimse i Idneuilnsduiidrennass
o ' o ~ 9 '
A20819Maan 3380 1% 1151033 Snort 135

/ust/local/bin/snort -u snort -g snort -i ethO -d -D -c /etc/snort/snort.conf

< a2 % o U ' @
Taglldnoudnisdu Snort.conf Uszneudremssmuaalu 5 @aundn

Taun

1. MsmruanIals
X q9 Y o ' ° '
Faly)sznovlunguenieuedldsunsy  Snort  AI9EMIMIIMUAMN

awlsTugduuuaiee wu
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I )
® var HOME _NET [10.0.0.0/8,192.168.0.0/16] WumMsnIvuaig
insev1en1ely Taesdszneudle 2 291@un 10.0.0.0  netmask
255.0.0.0 182 192.168.0.0 netmask 255.255.0.0
I ) 1 < ad o (%
® var EXTERNAL NET any Wumsmuuaauidasadimsy
I ~
meuenilunng lefitoansa
I o
® var DNS SERVERS [10.4.28.10, 10.4.0.2] Jumsfiviualedi
o o ad 4 3 FY
HOARI AT NI LT W95 DNS Tudu
2. MINMUAN Preprocessor
Preprocessor  939n38NM191M11UaIM Detection Engine o3 115unsy
Snort afigUuuuTumstmvualdun
preprocessor <preprocessor_name> [: <configuration options>]
Tagh preprocessor_name Gl,"lgfjiz‘wd]if) preprocessor ﬁﬁ@ﬁﬂiil%ﬂﬂiﬁﬁ1ﬂu
. . Y ! v 1 Y 3
configuration_options 1%53uﬂ168ﬂ%u668ﬂ181@ preprocessor U
A081NMIMAUAN U
3 o Y 1
® preprocessor stream4: detect scans Wumsimmualiaiu
o 4 I
preprocessor stream4 NIN1TATIVADUNITALUAUNDIA Hudu
3. MIMUUAAT Output Module
= 1 v 1 3 v KX
FINIWAUAIUOONHAANTUDI TU5UNIN  Snort IFUMTINUTUNNADADY
s s S a § 1 o ' o s 7 J
lvla gudoya nsesenwmunnlanduiodididode lda lWsreaa iudu
suunulumssmualaun
® output <output module name> [: <configuration options>]
{ g { < o o
Taoh output module name 1¥321)1l521anvoueiNAR 1A UNAANTVDY
Tlsunsu
o 1 ) [ o 1 J
configuration_options Gl“ff}izuﬂ@ﬂ%uEl’e)EIETTH'i‘Uﬂﬁ‘VIN1u1uE‘T’JULEJWI°V!GI
A9INMININUAR Y
® output database: log, mysql, user=snort password=xxx dbname=snort
£ @ ° Y o < 4 Y
host=localhost ~ FauPumsmmualnimsnueMynasgIudoya
Y v A& Y] 1 A 9
Mysql Tagld1inaae snort sWeakIU xxx ¥ogIudoya snort LAy
~ 9 1 A [ [ 09/’ I 9
DUYINMITON 1 FNUAIATOIA AN ITU 1T uAY

4. mstmualildng
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Hunsszy Idngarn tifugduuumsyngnilFumsSsuidieu
aT29eUINIUNTN F91FRATTA include szyogludnieves ndaeuTinisdu snort.conf

sunuulumstmualaun

include <rule file name>

Taefi rule file name 1¥5zydumaldngdroiumsdmuay

include myrules.rules

doda lWdneuilns i snort.conf

# Variable Definitions

var HOME NET any

var EXTERNAL NET any

var HTTP_SERVERS $HOME NET
var DNS_SERVERS $HOME_NET

var RULE PATH ./

# Preprocessor

preprocessor frag2

preprocessor stream4: detect scans

preprocessor stream4 reassemble

preprocessor http decode: 80 -unicode -cginull
preprocessor unicode: 80 -unicode -cginull
preprocessor bo: -nobrute

preprocessor telnet decode

preprocessor portscan: SHOME NET 4 3 portscan.log
preprocessor arpspoof

# Output modules

output alert fwsam: 10.4.28.30:17277/mypassword
output alert_syslog: LOG_AUTH LOG_ALERT
output log_tcpdum: snort.log

output database: log, mysql, user=snort password=mysql_password dbname=snort host=localhost
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output xml: log, file=/var/log/snortxml

# Rules and include files

include SRULE_PATH/bad-traffic.rules
include SRULE PATH/exploit.rules
include SRULE PATH/scan.rules

include SRULE PATH/ftp.rules

include SRULE PATH/telnet.rules

include SRULE PATH/rpc.rules

include SRULE PATH/rservices.rules
include SRULE PATH/dos.rules

include SRULE PATH/ddos.rules

include SRULE PATH/dns.rules

include SRULE_PATH/tftp.rules

include SRULE_PATH/web-cgi.rules
include SRULE_PATH/web-coldfusion.rules
include SRULE PATH/web-iis.rules
include SRULE PATH/web-frontpage.rules
include SRULE_PATH/web-misc.rules
include SRULE_PATH/web-client.rules
include SRULE_PATH/web-php.rules
include SRULE_PATH/sql.rules

include SRULE_PATH/x11.rules

include SRULE PATH/icmp.rules

include SRULE PATH/netbios.rules
include SRULE PATH/misc.rules

include SRULE PATH/attack-responses.rules
include SRULE PATH/oracle.rules

include SRULE PATH/mysql.rules

include SRULE PATH/snmp.rules

include SRULE PATH/smtp.rules
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include SRULE_PATH/imap.rules
include SRULE_PATH/pop2.rules
include SRULE PATH/pop3.rules
include SRULE_PATH/nntp.rules
include SRULE PATH/other-ids.rules
include SRULE PATH/web-attacks.rules
include SRULE PATH/backdoor.rules
include SRULE PATH/shellcode.rules
include SRULE PATH/policy.rules
include SRULE PATH/porn.rules
include SRULE PATH/info.rules
include SRULE PATH/icmp-info.rules
include SRULE_PATH/virus.rules

324 dAnmlassasvessyumnseniameluvesnmInenaus s saese

\ J | REGISTER SWITCH
LAYER 3 ROUTING | 5

ITC LAYER3 CORE SWITC
MAIN INTERNAL GATEWAY

RADIUS

&

EDUCATION TECH SWITCH

hosting mail

ftp g DNS

A Y A a @ v A
:.i,‘]J‘I/] 3.5 Llﬁﬂﬂjﬂi\i’diN!ﬂi’0"]]18“1/?13‘1/]81@fJinﬂ;]L‘]ffNﬁEJ
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A 1 a @ = =\ ] o I a
IATOUIBNHIINGIGOT 1A Fe93160 1ATU81 AN (Back bone) Tty
a A L] . . o 1 g = 1A = [
U 01595119 (Gigabit Ethernet) 111305 UdI0yagIgan 1000M o3 Tasuiuiluaiy
1 d‘ d‘ 1 [} 9 1 o Ly} a = ) = (%
druieuasnu laun ermsdninusmsmaluladesaumne, omsdmeidounazdana,
a = o = :‘I 1 o A -4 Y
913 1Usunsudvuna Tuladuazuinsnssumsany laensaudiuiinisiounonody
E4 [ [
Toudiuers (Fiber Optic) 11UU Single Mode MaamaIUzimthnien ToanToueves
pmsdninauiiegIndifies dredulonnaimaauy Mult Mode Tasiiidunslumseang
A 1 Aa L~ Y] = o W a =\
1ATRVIWBUMOITIANAN0gNIATANINUTMIma Tu Tadansauma

& a [ o o 4 1T v 9Yq Y Aa a J <
‘ﬂi]i).‘]JullW'l’J‘VlEﬂﬁfJiT’]fﬂQﬁfﬁJ\‘Ii18%1ﬂ15l%0h@]6ﬂ‘ﬂNiﬁﬂiﬂ'li@i!t“l/milu{?’]

U

(internet Services Provider) 8¢ 3 1114 1aun Uninet Tin1un319vestosdayna 2 Mbps, U3EN

o9

4 T o w v o a o
nem Aesdaisduiine @iru) Janunivuesresdyna 2 Mbps 1azUTEN A-net 1AM

nA1909%0Id Q19U 2 Mbps

1A ] a =] Y @ A A o Y A (A ~
ﬂ’lﬁ@'ﬁ]ﬂqtﬂi@%’]ﬂﬂutﬂ@ﬂu@Fﬂz@]@ﬁ@’lﬁﬂlﬂiﬁ]ﬂﬂ‘ﬂ’lﬂu’]ﬂlﬂaﬂullﬂﬁﬂmmhlﬂw

HOAIATE NIONUBVIS 8NN NAT (Network Address Translator)

3.3 00NUUUIZUUNTINTUMSYNIN MelunTenieumInendss1wag e

3.3.1 M300nUUVIATIATINMNI INVBITZUY

) 1T g 9 A Yo a 9 19
Snort Wy niuszuvasrvaeudynini lasuanuieylumslsaulumidquaszuy
I o A Ay A a o
WUIUIUND HpnlYeAraNelITNT 91N9U
I 4 P [ = [ 1 o
o ugerdursnludeudsaleaelumsiiau
=\ A 9 A
o iingeldlumsasiaaeuiiviainvay
e munsaaaddlagluszunlfianmsnvalerale
o JnagTnualumsldam
1< ~ o = 9 Aa a J
o flunseusunazinmslFaruliganiiye

Y
Q/ [ o/

v < ’q ¥ o Ao A 9 Y A
Lmi’)fJNUlﬁﬂﬁ"lﬂﬂﬂﬂ"liﬂiﬁ!ﬂ@gl%\ﬂuuu QN%U@@HWQQ&TﬂﬁTﬁiﬂﬁjﬂllaigﬂﬂcﬂ N

J o A v o Yo 1
nailszaumssivazmsdivuauiesngdairladgiineg
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AM5UMIOONIUVIZTVUMIATIVIUMIYNIN 1IATENIBV0INHIINGIAYT 5]

= c?: = 9 [ dy
Fe95101UN 1A 9931909 T

»| Signature Matching

A 4

Preprocessing

Rules

Alert Manager

User Interface Rules Manager
(Thai ACID (Develop)
Develop)

Plug-ins
Firewall
( IPtables)

319 3.6 uaas Insaad 19MIMNUVBITZTVUMIATIIUMIYNFNIATOUTY

G

A a o
"lnﬂaﬂﬂ 3.6 NS0T UIUAIU
o Y Ad o o o Aa 4 A A
1) Sensor: ‘1/]114u1%Lﬂu@3@53%%ﬂlﬂﬁﬂ1imﬁ1\‘m Vll,ﬂﬂ"lluel,Uﬂimeiﬂ"lﬂﬂ

@ Y A

| o { Y { o o
2). Pre-processing: Smihfiiagluuvvesteyansud e it llszurana

Tuduga’ly
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. . o 9 a 7Y a Aa
3). Signature matching: MAUIMNUNTISHUDY A ﬂ']ﬂWf]@]f‘lﬁﬁl]ﬂ']i‘l‘!ﬂﬁqﬂﬂllzﬂllﬂll
A A o oy & dysl Y A a N Y a A <
NUIDUNITNIHG Gﬁdmuuﬁmumﬂgamﬂwawﬁ)mmﬂz‘Vi'lmmqsslﬂiimnﬂimgﬁluizuu!,‘lJu

=) []
JUnuvveIMsyngNHse

] v

3 v = Y a

4). Knowledge Base: Mvithiinudoyamednunganssuveansynin laedoya

Y
9

ﬁgﬂi%ﬁﬂﬂﬁ"mﬁuﬂﬂ signature matching
Y

o 9 <3| v v A ' s a &
5). Alert Manager: 1/]”IWH’]‘VIL‘]Ju@??’lﬂﬁuz‘lﬁ]’J”I’ﬂgﬁ/ﬂﬂﬂ’]ﬁm'ﬂlﬂﬂmu1u53ﬂﬂﬂ?ﬁ

D.

y A A ]
WABUADUTE 13
o Y A§ Y v 9q Y o A v
6). User Interface: 1M1 IdaounUd 15 1unsaiugumsiIaIunion1suda
A o Jay ¥ 1 A g . [V~ 1 9 ' 9Jq 9
AOUHAANTN 10910 dIUDUY 0ONNT UONIINT user interface GuTludIUTANDUTZNIA 1Y
o d‘ A A 9 ]
AuszUUien)aeuniladnse update 103alu knowledge base JAYHIUNIG Rules Manager
7). Response Manager: 51403a910 alert manager to1imaaaulaing Idnou
[ ' & A o~ L) o 9 ! A
AuMIyninede lssuileimadadulanziinisad e Rules W09 Firewall 1o 11 Update

. A A ' =) [}
Firewall Lﬂﬁ@ﬁﬂ@giuﬁ%ﬂﬂlﬂ‘i@ﬂﬂﬂ

3.3.2 msvansdmrrevesszuvlunsenamalunriiinenda s iaese

uuaAa lUMI0eNUUUIZUATINTUNITYNFNIATOVIBVOINHIINGIAYIT 5]

= (% =
Fea5190191011998 3 Usznsae

9 dy 1T g dy A Y a [ 3
1. Tassaienugusailuaununlums muimsauivlunmsasienig

A g g5 9
HFULEDT DY NUDY ATNYA

A v o I /=R D) A
2. LW@Glﬁﬂ’]ii]ﬂﬂTﬁL‘]Jul!‘]J‘]JﬁjuﬂuﬂﬂQLlﬂﬂ;ﬁWUﬂJ@yjaﬂ@ﬂll”ﬁ]’]ﬂlﬂi@q

<3 s A 1 9
!%ul%@ilwaﬂj'ﬁ\l\ﬂﬂiuﬂ’liﬁ?ﬂﬁ')ll"llaﬂsljﬁ

£ o < % Aay '
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